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Bring Your Own Device (BYOD)
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Multiple Options for Wired Access

- Identity Based Network Services (IBNS): - Cisco NAC Appliance:
802.1X for wired access VLAN control via SNMP Control Plane
Profiling by NAC Profiler Profiling by NAC Profiler
Guest = NGS Guest = NGS
Hired Wired
IBNS NAC

imane

MNAC
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Wireless and VPN Access

- Wireless Access + Remote Access VPN
802.1X controlled by WLC Policy controlled by ASA, or:
WLC has local enforcement Policy controlled by in-line NAC
Separate Policies on ACS Separate Policies on ACS
—| Wireless VPN

Policy

w5l 5l aS was wl)l TrustSec laie cos 1) g paals o of) S ShaS 00,5 o 399 M

P 3gdin 3 3 NAC (o s plge

Network Access Controls &°
TrustSec Brings it All Together @'@@@@

]
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Switch | AP-WLC
* Switch cenfigured for ! DHCPIDNS ISE Server

anz 1X/MABonly <
802.1X < OpenssDan [
(1) WLC w/ MAC "a
Filtering enabled
(o First authentication session

2)

AuthC success; AuthZ for unknown user returned
\'9/‘ Redirect/filter ACL, portal URL

Host Acguires IP Address, Triggers Session State

@.

Host Opens Browser — Switch redirects browser to ISE CWA page
L cestig it 1
(&) in Pa
Y &) il AUP
. - Host Sends Usemname/Password process, if
: configured

Web Auth Success results in CoA

Flex Auth: If host not found ® :
(MAB lookup fails), then

: . MAB re-auth Session lookup—policy matched Serve'i
to Authorization G el
A/ MAB Success Authorization dACLIVLAN retured. user

Policy processing

(Flex Auth) ;55 <o e 3l aliceo gbauio
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Guest Users DB — Account Creation Methods

Two Ways to Populate ISE Internal Guest Database
 hmame =
- Self-Service Passwor: .T:

Option on ISE ‘Guest Portal’

i
I
I

« Sponsoring
via ISE ‘Sponsor Portal’
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Profiling Technology .
How Do We Classify a Device?

= Profiling uses signatures (similar to IPS)

dhep-clent-identifier oB.aZ-SeBho41:83
dhep-lsase-time 91200
MenwarkDevicahame anw-wie s PR
ou Apple dhep-message-type DHCPAGK
m_‘_’,__‘:._,: dhop-parameter-request-list 1,3,8,15, 119,252
T e e p P Sl
User-Agent Mozilla/s,0 (iPad; U; GPU OS 4_3_2 like Mac OS X; en-us) AppleWebKiv/53a, 17.§
= Probes used to collect endpoint [ Endpoiet Lisi > BECTE00495:22 ;
data *MAC Address  BB:C7:50:D4:95:32
| pHCP | - 1eL i SR Quany * Policy Assignment | Apple-iPad =1
RADIUS SMNMFP Trap DHCFPSPAMN . —
: * igentay Group Assignment | Apple-iPad =l
]
DNS NMAP -..-W m’—-—w il i M’
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[7 Posture | |5 Clien Provisioning | | Security Group Access | % Palicy Elements

[

*Name  [Bndroid | Descripion  [Palicy for all &ndroid SmartPhones

Policy Enabled ¥

* Minimum Cerizinty Fador |30 | (valid Range 1 to 65535)
* Excepbion Action | NONE [ =]
8 Create Malching Identity Group
0) Use Hierarchy
* Parent Palicy | MONE | =]
Rules
| WCondition | AndroidRule1Check1 < | Then [Centainty Factor Increases |+ |30 || &~
| WCondiion | AndroidRule1Check2 < | Then | Certainty Factor Increases | = | [30 1 & =

wlolid Wg,al laie @ |y i SO ISE aSu) (gl ool aseie jub 398 S 0 aS aisSiles
(Certainty coalad 9S8 lgre ot (g5litel Ll 5l plaS o s g ool 43,5 (a5 o by g0 S
oo ools plazs| Factor)

“Android” ¢ o3lg JLss 4 p S ;5,950 43 9290 User-Agent ;| odwl sy Sledlol o0 Jol byl ®
(] oo Cawds HTTP ZinglS 51 L ools oyl aS7) 00,Xe

Profier CondBion Ll = AndroldRule 1 Checki

*Name  |AndroidRuled1Check | Descipion [RedroidRuleiCheckl
“Tye [IP =]
* Atiibute Name | User-Agent =]
* Operator | CONTAINS =]

* Atribute Value | Android |

SHye | Resst |

o3l Jlsow host-name i o IS DHCP Request ;| oowl cavss Sledlbl jo:pg0 b pis ®
(] (oo Cawds DHCP Zigls 5l b ools ol) 200,50 “android”
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Profiler Condition List = AndrociRule Check?

*Name [jndroldRule1Check2 | Descripion [AndroidRuleiCheck2
*Type  [DHCP ]
* Aftribute Name | host-name =l
*Operator | CONTAINS ||

* Aifribute Value  |android |

Lyb ol gl 83 5l 5o ladie b conliste coalad xS aiily )1 85 gy ol 51 S5 50 azslix
Olgie 4 ISE lawgs endpoint G aSiol (gl g b oo Giali8l (Al Yo b ply 0500 ol jo aS7)
4o 4.3;31 Gk (Minimum Certainty Factor) coshd 152518 JSlas> a5 col 0¥ 048 ai5Lii Android
90 5l S Plas oS el Sae opl asaS alL Ve Bl ead a8 3 ka3 o 599 Sy, Conliw

e w)lo 0929 (23 i ©jpe GISE eyl 59y Sieblyn slo Csbiw &5 Cunl SS 403y
OBl g Sl (st Cgpen sl aizmen 03 Sae CotT (510598 O j90 4 S SloS B b
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505 05 L
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General Settings Profiling Configuration

NETFLOW -
= P NETFLOW DHCP _
DHCPSPAN -
» DHCP

HTTP -
» DHCPSPAMN SNMP Query -
Radius -

> HTTP NS
> RADIUS NMAP -
SNMP Trap -

» Network Scan (NMAP)

> DNS

» SHNMPQUERY

O 0 0 0 0 0O 0 0

> SNMPTRAP

ISE j95w (595 32 99290 S, Kligls" 9 L gunnins
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Ol 51, Sledbl ailes o Passive g Active 3 ,b 90 @ ISE i (3, 2 00l dnnd sl SiiglS
RVSLY 6)5| &= sd.i...w éb.w )d OPBA

: Passive e
DNS,HTTP SNMP ,.1a5 sla SiglS & ,b 5l sawl caws 4y wledlb Network-based L Passive g, ;o
30,5 oo oolaiwl SDljged (gai alws gl aSl a0 ,NETFLOW

:Active e
P B0 ax o glolis g Sl g NMAP wiles (6,548 5l endpoint-based L Active g, 4o
Dgdas oolaiwl Ol jpss

Profiling Policy Overview

Profile Policies Use a Combination of Conditions to Identify Devices

¥ |+, Apple-Device
[ﬁJ Apple-MacB%\
@ Apple-iDevice
[E Apple-iPad
% Is the MAC AddressJ

|4 Apple-iPhone
[l Apple #oc \ L ftomAppie
L if‘;u Avaya-Device Vs . -

|5 BlackBerry | DHCP:host-name IP:User-Agent
» |4 Brother-Device L CONTAINS iPa CONTAINS iPad

Lg [t‘j‘ Canon-Device
|4] careFusion-alaris-Pump

» |4 Cisco-Device | am fairly certain Assign this MAC
- b this device is an Address to ID
iPad Group “iPad”

Profile Library

ISE buwgi iPad o (gusy (WS g o1 Ll 092

11| Page



BYOD ORVISS

Slgime Hlojle o lajls a4 diy Wald gui aws «Shldgy bl 5 b 5l Gliess aSGl 1 e

Network-connected devices

*

ISE \
N VN -
s ."f.l , o 'E' 2
55 (83 (g3 |33 :
£ o Il'r ::J E 3 § ; % 33
\J

30,50 Jlos! (pols ol Comliw Jo gy 32 o g 050 50 J1Bg 53 g (gudy diw fosal &l g

Cogd Hlol b IGgm JolS gligs g LDAP g Active directory b gjlwas LG cabls -0-F
olsb

Microsoft ailes (5,555 1l (Gl gy 5l srpwy oo b > LSS ) BGIISE slaco Ll 5l Koo SO
.25l oo .. 9 LDAP (Active Directory

Dy oo 43S IS 4 egite laghy, cilie slaglejle j0 olp)5 Cuga el gl 4SSl
@B iz &Sl Jds ) 3l osly 5 (b lajl o 55U sl ) Sl <ol
Ee sy @ oLl Cage ST ISE J18le 5 5o el e Sl d(Wiloals (gilail ol LS
taloz 3l 0,5 &0 wilgioe

Active Directory °

LDAP °
Certificate .
RADIUS [
RSA token .
[}
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Detailed Visibility into Successful and Failed Access Attempts

[ B wtentiaters | Resors |
Shown e Sessions {3 Adar Remavs Cobarrs = 8 Refech Refres| Evory dmruts v| Show| Latest Mrweords v wihn| Lt Bbons v
]
e '.m!m ety Ercport I [Paddess  heterrk Devie  Device Port | Profis Mty o Postre Stets | Sever | Eeent =
i e | | — I I | || - |
Dac 13,12 074113 229 M n o |ewnE D023 0025008 B2 WNELLLCL HER-STE PR Uk Nathpokcak  nofsicapopDl  Authentication sucoeeded
D 13,12 074036, 546 M ' i : S
Dac 13,12 07:40:00. 962 M l-
St

D 3207 HABSIOM - @ Authentication Details o
e Lt | S 11001 Feecahec RADIUE Ackass Rinsest
Dec 1312073043 TORMM @ = 11007 RACILIS ¢realed & e sassion
peBROBAGM @ Raceiimil Tisestann 004219 T 05 508 {5048 Exshoaing Py Grup

Py Server ik sieapdp0l 15000 Evabuating Serdte Belechon Piy
D 13,12 072056 PM @

Evant SAD0 Authercation falked 16040 Cuuisied PP
D RWBETM B g i e
Do 13,12 07354 165PM @ g e 18048 Cueried PP

! - 18048 Crueried PP
St hatnl Endpaint i O01CSBCDAT AR (R
D 131207373534 @ g
- R 24408 User authentication against Active Directory failed since user has entered
i Falhure - fhe wrong password
rEErEssM § 5 A iErEe L
Doc BITABHEM @ g B p sassien SETRINNSHG 013300 1IN e hd AL osnae g el
tenzOAMTM g 4 o e 11018 RADIUA & ra-using an sising sassion
12101 Evkacted EAP-Responsefd requesing fo use EAP.-FAST natead
D 13,12 07 36:06. 007 PM s [ T— ¥ |
8 s ot Al OGN 12100 Fraparss EAR.Recpsst proposiee EAP-FLET il challang

Last updatu: De 13, 12 O7T-41:16.206 PM PST Sandca T Franed 06 Reefumsd RADILE Actass-Challengs:

Metwork Disace VAHBLR & 1 8- 00 -hameapt 1100 Reteked RADIUE Aeass-Reauast

Desice Type VirplessAiLs 11008 RADILS & ra-using an sssing sasskn
BRKSEC-202 i OEAF 111 Emranw-ﬂmnnancnnﬂnlnnwﬂmmmngumnnn

ISE ol cus 9 Sy gbe bumo 31 (o los
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